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Anomaly detection algorithm based on improved fuzzy FP-Growth
DU lJiawei, YU Su
(School of Mechanical and Automotive Engineering, Shanghai University of Engineering Science, Shanghai 201620, China)

[ Abstract] An anomaly detection algorithm based on improved fuzzy FP-Growth is proposed for the application of anomaly
detection. The algorithm establishes two layers of FP—Tree. The first layer randomly samples based on bagging idea to generate a set

and obtain a long frequent item set. The second layer takes the long frequent item set as the input to obtain a pattern association rule
set, and then classifies the anomaly detection through similarity calculation. The experimental results show that the overall anomaly

detection of the proposed algorithm is very effective. The measurement efficiency and quality are excellent.
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2: new_D = Fuzzy — C — Means(get_num_col(D))
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5: fptree_set = get_ fpiree( sample_data)
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7 :End while
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9 . similarity score = cal_similarity(x, association rules_set )
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10: res = similarity_match( similarity_score)

11 .return res
2 RFPG &%

TEfL 5 FP —growth F&Aiff I, 3& F RO B8 00
RFPG SEIEARYEMN S & IR ISR B2 | AR O =Xk
WA A SRR U 20 BT AL | 3R
PR bk + 1 — TOUAE i R SRR BOR e b + 1 -
AR RIS b — TR, T2 & X

EX 3 AR PAETE 0 D2
min_sup WITCE , WZ A% AR 48 3 v A7 78 i K
P n + 1 U,

2.1 HUREHL AL

BT RO B IS W G TR TR BT R Sk
R RHE ST B BOM (L AL 3, BASR UG R
LA VPN IR R B AR O 2R 5 ORI 0 A DG
M LA R 12 0 ARAE PR R LSRR R i e Uk A T4
i,

TEAZ A A 25 DR it 1 S B AR AR 880 1Y DGR AL
WIEt B FAE4 FP-Growth Bk HREALBE — (E b4
fiE, Toid: b Pz SR AR AE , BRI 5 | A SO 1k
AE PR FP—-Growth 5k | R A2 A RE ) S 4F
I RE S 1% G T (0] o IR 432ty Sk i 9
GRS, A SO Fuzzy — C—Means 59 X% % 22
BAERVEE AT RO 52, S I B R SR 2 A
. HAReRE0E LN

min J = Z Zw: (x, - ¢.)’

i=1 j=1

st. Y w;=1,w, € [0,1],j=1,..,N,
i=1

0<2wij<n (1)
i=1



59 1

FF, &, T I FP—Growth B3 #I0& k 151

i 23 (2) THRAS BRI O R H A R AR
(B, Il (3) BRI W, 25 Hbr e
WUE/NT iR 22 BIEAAGEC, X A 2500

N

¢ = L:,I\s (2)
2wy
i=1
1
Wi T 2 (3)
$ x-g1 =
s=1 ” Xi _Cs ||

For s L AL M BRI B 46 WLk 1, £ 1
, d, H5 FOM R REE L,
®1 EHBIEED
Tab. 1 Fuzzy dataset D

@@y By O3 1W))...0; W1 D). Wy

by dyy dp dy

33 dy dy dy;,

Ly d, dys e d,,

PRI 14 SR JaR S8 (o RSN 2% T P ) SR BE
A KRR

sup(w;) = ( 2, @,5)/n (4)

TR A DI SR e, Rk & - T
RIEAT IR AR B k- TidE . Hob 3TRf
B2 AR, TR IR AT

(1) BBRANT 2 min_sup BB BRI, 75 31 00
k- TE,

() MR SRS E (k- 1) — WA Al 1k 0
& RBIE E- WEE,

2.2 BRERN

FEHEAT S5 5 R 22 BT, 38 5 e 42 i B
BT A SCIBRAILIN LAk T K8k 8 SUR ST &
T S W RSl 2 4 ) AY IR AL I S 45
SEGESREK, Hi, 1 RFPG 51542 4 A2 i
FP—Tree I}, ] DA B A A0 B /D 34 S /N &
{FREBE, LLAR AT IS AT BE 22 119 JC IR U 4 5 o 25 A
FP—Tree 84424 HH 1% SC IR 00 454 0 26 — 2
AL A GET R FP-Tree , A1 A5 31322 307 1F % R 29 5¢
ESIE S

TEECHE T, T B R S A B A e A
A, RFPG 3030 i 8 85 2 3 — MR ok i i o
AR I FUN AR S S R) BB AR B Ak

A S SRS R 0T B R LA T S
RN R G AR AIL TR, B30T P R Ok AL AL B S 1Y)
LA [) B RS 5 42 4 0 1 R A OGN Fr) 22 AR
YRy BRI R R B IR X SRR T AR AL 32
AT AP AE CHRRLI R, 5 5t — s (B BRI D,
X R, BISZREEE N Sup, , BAGEE N Conf, , MIHICHR
TR A ARRLEE T i =X (5) THEDK L

|sup, = 1| |conf, — 1|
S(R,,D,) =1 - max( P /i

sup, © conf,
(5)
Xof T DG IBE AN U S ARLLEE 5 A AE IR
ML S, GH—m R BEHE D, . H N S a5
A POCIRKIIN R Ny Ry SCTR R S KL K i IV, Sy
Be— I ] BEBUE O R 5 G AR TT R SN
DRIGERIL I - AR ARLEE 1) 35T 5 o 2 (6)
( X S(R,.D))

VRIESI
S(S D)= (6)
19 1 N1N2

3 XBERKRSH

S fd ] NSL—KDD W 2% Jii 5t 4 , LA VE
RFPG B H M TERE, LW . 64 i1y
Winl0 #2/E R 48, Intel® CoreTM i7-9700kf CPU, 3
B 3.6 GHz A7 32 GB; [l EL4iFE1E 5 A Python3.8,
3.1 HIEENA

NSL-KDD %4 4 & e ik KDD-CUP99 ) 9 2%
T B A LA T B S 0T R RN B A 2 O
FE o BUREA 9 AR 0TI I 4% B, R AR TR
1) 5 [ 25 2 Bl ™)

BAREA 41 DRHE A0 75 N 45 57 B R AR A o 2%
TR, FR2E5043 0 T 2 25 IE WA AR IR 2E
A (normal ) Fl 5 & LA AR IR A (abnormal ) , %8
PEAEIL 125 972 B  FEA I L3R 2.

%2 NSL-KDD HiE&EHASH
Tab. 2 Samples distribution of NSL-KDD dataset

HhR% el FEAEL /%
0 NGEEn 67 342 53.5
1 S B 58 630 46.5

3.2 EMIERR

TESE AR R HCR (FAR) H5IWK % (DR)
B S RN B R AR R R 5K
DS I TR VA MR m A S o, TRV I UL 3R
3, MHEHMEERDT AR AT



152 B o /5 M5 MM

*3 REBEER

Tab. 3 Confusion matrix

T () TR IEH)
SEBR (S P FN
PR (58 TP TN

(1) RHCR, JB48 IE 5 MR H N AR FEAREL

HIEHREARRN E 4 L, BeE e AT
Fag=-"N (7)
FN + TN

(2) K=, 248 5 MR A I F A

B S AEARE B oy b B e SO
pR=—1N (8)
FN + TN

3.3 XIgEiE

R T B S W 4 B R B R B RFPG 5
Per RN RCR , SE8 o3 A 1 3 AN [ 8 s i
MIEC G, 430 A . 5 000 2% %L 45 . 10 000 4% %4
15 0005554 . BRal P 3 28508, ool &
5% S HAEARHE RS 5 10% 5 5 AR
B s AL 15% S H AR A R B 46 |

S RFPG B840 FH AT SCR 15 A RER 2R 25
TSR AL 0 28 T s 5 A 42 IR S 56 T EOR i e
MR AE num_col 43 AR A L B =N H50R 43
X, PR TR IR S I RIRRIE cat_col 4% FRILZEHIEL
BT, IR RS (a * num_col + b * cat_col)
AFFIE . Ho o SO0 IXB, b SRR AL
I RNEL, TEFZ A 0 S IR D] B 15 o /N S 4
Ji°3 min_sup = 0.8 JER/NBEEE min_conf = 0.8,

BEESN 5 000,10 000,15 000 B RFPG B ¥
1) AUC PE S5 M2 an & 1~3 Fim, mE 1~3 7]
U, RFPG Bk #E R S 5 Rr AR R, I HL B 5 4
P it )4 5 AL AN [R) L A9 1) S R AR B 1 0 2
AUC PR ES RE o P G TIE I 50l bk o, 2cdis p
B B IEE AT AR SE B FEAZ IR SCHHL I i), 52
Rk TE 5 FEAS B T Ay S5 AR A I E R R AIG, 4328
BCRTGE, HE 3 8 0] ULE], RFPG Bk S 56 45 51
A F AN (] BB S B 1 03 2 R Vo AR TIE
WAL YU 5 TP BE J7 5, X T 28 S 85 s A
ZALRE ST AR
3.4 XFEEikE

SIS FHFE T K—means 53 R 3A210) JEF
KL B8 A 5 4 K I 35 ') | Fuzzy — Apriori 5351
LA RFPG LA THE XTI

%12 %
1.0
0.8
L
T 06
o
2
K
:S: 0.4
=~
0.2
5 percent_abnormal, AUC=0.869
10 percent_abnormal, AUC=0.848
15 percent_abnormal, AUC=0.805
0

0 0.2 0.4 0.6 0.8 1.0

False positive rate

1 5000 ##E5E RFPG &% AUC ¥4
Fig. 1 AUC score of RFPG algorithm when the amount of data is 5 000
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