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One-time-pad cryptography algorithm based on DNA and symmetric codes
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Abstract: In response to the problem that existing cryptographic algorithms in blockchain cannot resist quantum computer attacks,
this paper proposes a new one—time encryption algorithm based on DNA cryptography and symmetric cryptography. By establishing
a one—time encrypted DNA codebook and utilizing PCR ( Polymerase Chain Reaction) technology to achieve key distribution;
According to the DES ( Data Encryption Standard) algorithm in symmetric cryptography, ciphertext is formed to complete the
encryption process. An implementation example of the encryption algorithm, its application process, and security analysis are
provided. Due to the characteristics of DNA cryptography and symmetric cryptography, this algorithm has good quantum resistance.
By using this algorithm to improve existing algorithms in blockchain, more efficient and secure encryption can be achieved.
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Fig. 1 Encryption algorithm procedure
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