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A traceable method for cryptocurrency based on dark Web 3.0
LI Guohao, ZHENG Hao, ZHANG Wei

(School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China)
Abstract: The darknet refers to a special network that requires specific configurations to access. Anonymity is the prominent
characteristic of dark web communication, which has led to a proliferation of illegal transactions using encrypted digital currency that
are difficult to trace. This paper proposes a trackable method for encrypted digital currencies represented by Bitcoin for the latest
version of the darknet, Darknet 3. 0. Based on our method, a system was designed that integrates dark web page crawling, page
A total of

13 587 valid Bitcoin addresses were collected, and 247 active Bitcoin addresses were successfully monitored for their transactions. A

information classification, Bitcoin address extraction, Bitcoin address tracking, and transaction information analysis.

transaction list was obtained through heuristic methods, and 35 relatively accurate transaction information tables were obtained by

combining relevant information from the surface web.
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Table 2 Bitcoin account information
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Table 3 Bitcoin account transaction information
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