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Deepfake detection based on spatio—-temporal information
HUANG Xiaxin

(College of Electronic Information, Soochow University, Suzhou 215000, Jiangsu, China)

Abstract: In recent years, the rapid progress of deep learning has made it difficult for people to distinguish between real videos and
multimedia tampered face videos. The method of generating fake faces using a deep learning architecture is called " Deepfake" . The
existing Deepfake detection methods perform well when applied to high —resolution original videos. However, their detection
performance is unsatisfactory for low quality videos that have been highly compressed. To address the issue of insufficient utilization
of inter frame information in most existing algorithms, this paper proposes a detection algorithm based on dual stream attention.
Firstly , this method designs a dual-branch attention architecture that extracts both spatial and temporal attention to suppress irrelevant
information. Then, the extracted spatiotemporal attention weight information is extracted at a deeper level through improved deep
separable convolution (Xception) and Convolutional Gated Recurrent Network ( ConvGRU). ConvGRU aims to obtain inter frame
information lost before the improved Xception network dimensionality reduction. Finally, using a discriminator for binary
classification, the model is trained through experiments and achieves an accuracy of 97% on low quality FF++datasets, achieving
good results.
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Table STtbAcc comparison between the method in this paper and

excellent algorithms at home and abroad on FF++ low—

quality data sets

HRT DF FS F2F NT
Xception'®! 83.70 87.21 83.17 87.90
F3Net!?! 96. 01 93.62 94.33 86.37

Sstnet! ! 93. 40 91.90 91.90 -
0C-FakeDect! " 88. 40 71.20 86. 10 97.50
SpSL[?] 93.48 86. 02 92.26 76.78
AR 97.12 98.57 97.28 96.43
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Table 6 AUC comparison between the method in this paper and the
excellent methods at home and abroad on the FF + +

dataset
LY AUC
Xceplion“ﬂ 0.938 2
Meso-4%" 0.876 6
F3Net!?! 0.933 0
SpsL 2] 0.828 2
Dual Network !>’ 0.929 7
AR AL 0.9713
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